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Abstract— Due to the exponential growth of the number of 

mobile users and applications, mobile application development, 

especially on the Android platform, has received increasing 

interest in recent years. Since many applications interact with 

sensitive data, the security aspects of an Android application is 

attracting growing attention from the research community. 

However, security aspects have been underestimated by many 

existing Android applications, and they may need to be 

redeveloped to include essential security factors. Taking 

advantage of Model Driven Reverse Engineering (MDRE) into 

account, we can employ Knowledge Discovery Metamodel 

(KDM), the most popular metamodel for reverse engineering, to 

model Android application enhancement. Since KDM lacks 

Android concepts, it is unable to represent all the details of an 

existing Android application. To the best of our knowledge, no 

extension of this metamodel is proposed for modeling the 

security aspects of an Android application. To address this 

problem, in this paper, we introduce a heavyweight extension of 

KDM for the security aspects of the Android application. Our 

experimental results show that the extended metamodel will 

facilitate analyzing the security issues of an existing Android 

application. 

Keywords— Security aspects; Android application; Model 

Driven Reverse Engineering (MDRE); Knowledge Discovery 

Metamodel (KDM); Reverse engineering. 

I. INTRODUCTION 

The Android Operating System is the world's most popular 
mobile operating system and will probably continue to be 
successful in the future [1]. Taking advantage of an open-
source platform into account, a developer can build an 
Android application effectively and quickly. For this reason, 
the number of Android developers is increasing every day [2]. 
The mobile security application development keeps the pace 
with this trend. Taking the high number of mobile devices and 
users into account, mobile application security is critical [3]. 
However, many existing Android applications have been 
developed without considering security aspects. In this paper, 
we propose security analysis and enhancement of existing 
vulnerable Android applications at a high level of abstraction, 
using Model Driven Reverse Engineering (MDRE). 

With the advent of Model Driven Engineering (MDE) [4], 
its concepts and techniques have been used to offer efficient 
reverse engineering approaches, which is the so-called Model 
Driven Reverse Engineering (MDRE) [5]. In comparison to 
forward engineering, reverse engineering is usually defined as 
the procedure of analyzing a software system already 
implemented to describe in another way and at a higher level 
of abstraction [5]. 

MDE refers to some technology methods which are 
dependent on the primary form of expression using software 
modeling. Model transformations play a significant role in 
MDE because models are the principal objects of creation that 
drive the MDE process[6]. A model transformation is an 
automatic process that maps a source model to a target model 
according to a set of rules. The source and target models both 
conform to their related metamodels [6]. 

Within the Architecture-Driven Modernisation (ADM) 
project, the Object Management Group (OMG) is 
recommending several common representations of views on 
existing software systems. In this set of illustrations, 
Knowledge Discovery Metamodel (KDM) plays a vital role as 
it describes standard definitions of software properties and 
their operating environments. [7]. We used KDM because it 
aims to create a standard and detailed representation to ensure 
the interoperability of various tools and to enable 
maintenance, development, evaluation, and modernization 
activities efficiently [8]. However, KDM does not provide 
Android security concepts in its original form, preventing an 
Android model from being correctly discovered from the 
Android application code. In short, as Android applications, 
like any other software system, may need to be rebuilt in 
architecture, mainly to enhance security aspects, KDM needs 
to be customized for the Android domain. In this work, we 
concentrate primarily on the security concepts of the Android 
application. 

Our main contribution is to extend KDM for the Android 
platform concentrating on its security aspects as one of the 
critical elements of mobile devices. There are two possible 
approaches to extend KDM [9]. The first uses a lightweight 
extension (called Profile), which is based on some stereotypes 
and tag definitions. The second is to extend it by altering the 
metamodel to create new metaclasses or modifying the 
existing ones. We use the heavyweight solution and model an 
Android application from a security perspective in the 
following steps. First, the corresponding Java and XML model 
will be discovered using MoDisco [5] tool. Then the 
discovered model will be transformed into a model that 
conforms to the proposed metamodel. The transformation is 
written using the Atlas Transformation Language (ATL) [10], 
a domain-specific language used to define a model to model 
transformations. We choose ATL since it has a simple syntax 
for model transformations. The output model contains the 
security concepts of the Android application. This model can 
later be revised and enhanced from security aspects and then 
be transformed into a better code again. The latter is out of the 
scope of our paper. 
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This paper is organized as follows. The related work is 
presented in Section II. Section III shows the background of 
ADM/KDM. Section IV illustrates our proposed approach. 
We test our approach in a real Android application in section 
V, and finally, in section VI, it presents the conclusions. 

II. RELATED WORK 

There exist two categories of researches relating to our 
proposal, the first one is extending the KDM metamodel for a 
specific domain, and the other one is modeling Android 
application concepts. These works are introduced in the 
following. 

Extending the KDM metamodel for a specific domain.  

Shahshahani [11] proposed a KDM extension named KDM-
AO. KDM-AO is a heavyweight KDM extension for the 
aspect-oriented programming. This extension is based on the 
aspect model designed by herself. 

To implement Component-Oriented Modernization 
(COMO), Baresi and Miraz [12 ] implemented a heavyweight 
KDM extension. COMO is a metamodel that follows 
traditional software architecture principles, enabling the 
attachment of software components to the KDM. Through 
their extension, parts of a system can be substituted or added. 
They had not employed an existing profile for constructing 
their extension in their paper, as we did in this paper; instead, 
they merged the KDM with another metamodel. 

Durak [13] proposed a KDM extension, named Simulation 
Knowledge Discovery Metamodel (SKDM), for architecture-
driven simulation modernization to support knowledge 
discovery using existing concepts. Using SKDM, Simulation 
information can be recovered from current simulation 
software.  

      Bruno et al.[9] proposed an extension of KDM for aspect 
orientation. They consider both heavyweight and lightweight 
extensions. All aspect-oriented concepts include in both 
extensions and the results show that the heavyweight 
extension performs better in terms of time and number of 
errors. 

Modeling Android application concepts. Nirumand et 
al. [14] proposed an innovative approach, named VAnDroid, 
to apply static analysis and provide a framework that is based 
on MDRE. This framework is used to discover security 
vulnerabilities associated with the Android application 
communication model. The main difference between 
VAnDroid and our work is that our base metamodel is the 
KDM metamodel. We extended existing concepts and added 
new concepts to incorporate Android security into the 
metamodel. In KDM, we use various models (source, code, 
action, user interface, data) to incorporate intended concepts. 
In this way, more information can be obtained from other 
reverse engineering tools that also access KDM models, e.g., 
Modisco. 

 Ko et al. [2] have proposed a metamodel based on UML 
to develop Android applications. To the best of our 
knowledge, no existing extension of KDM for Android 
security is available in the literature. 

III. BACKGROUND 

The goal of reverse engineering is to have a deeper 
understanding of the current state of a software system, such 
as repairing it (e.g., fixing bugs or ensuring maintenance), 

improving it (e.g., aligning it with the ever-evolving corporate 
policies), enhancing it (e.g., adding new features or extra 
capabilities), reusing parts of it in other systems, or completely 
re-engineering it [5]. 

 

Fig. 1. KDM Architecture [16] 

The KDM metamodel was proposed in 2006 to support the 
reverse engineering phase. It can reflect the system and its 
operational conditions. KDM is language-independent and 
platform-independent, i.e., a Platform Independent Model that 
can reflect physical and conceptual objects of legacy systems 
at different abstraction levels. Additionally, It comprises 12 
packages and is organized into a four-layer hierarchy: (1) 
Infrastructure Layer, (2) Program Elements Layer, (3) 
Runtime Resource Layer, and (4) Abstractions Layer [15]. 
Such layers are generated by implementing various techniques 
of knowledge extraction, analysis, and transformation 
automatically, semi-automatically, or manually. Fig. 1 
represents KDM's architecture. It is fairly evident that each 
layer is dependent on the previous layer; therefore, they are 
grouped into packages that describe the metamodel, the object 
of which is to reflect a particular and independent point in 
knowledge relevant to legacy systems [15]. 

In our work, we mainly concentrate on the Program's 
Element Layer as it specified the Code package, which is 
generally used in our proposed extension. The Code package 
contains many metaclasses to present elements of the program 
at the implementation level.  

The Code package specifies a collection of metamodel 
elements whose function is to describe program elements and 
their relations at the implementation level. Such facts are 
defined by one or more programming languages that are used 
to construct the existing software system. Code package 
contains metamodel elements, which represent different 
program elements supported by various programming 
languages, such as data items, data types, procedures, macros, 
classes, templates, and prototypes [16]. 

As a general rule, each instance of the code metamodel 
element in a specific KDM instance depicts any construct of 
programming language, which is defined by the existing 
software programming language. Each instance of a code 
metamodel element refers to a specific source code part 
available in an artifact of the existing system. This rule has 
some exceptions [16]: 

• Instances of CodeModel metamodel element, which are 
parts of the KDM infrastructure. Such metamodel components 
are containers for other code element instances. 

• Code element instances that accurately reflect the 
fundamental abstractions a programming language offers, 
such as primitive data types. 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. The  Proposed Metamodel 

IV. THE PROPOSED METAMODEL 

   As mentioned in previous sections, we use a heavyweight 
extension to add new concepts of the Android security domain 
to KDM. In the heavyweight extension, additional 
metaclasses (supporting the Android security concepts) are 
added to the metamodel. Such the latest metaclasses are  
existing KDM metaclasses. There is no integration of new 
metaclasses or changes to existing ones in a lightweight 
extension. In the following, we will explain our metamodel 
and its implementation aspects. 

   Adopting the metamodel introduced by Nirumand et al. 
[14], we propose a metamodel shown in Fig. 2 as an extension 
of KDM. The metamodel proposed by Nirumand et al. [14] 
aims at assisting program developers in discovering security 
vulnerabilities; however, according to its concepts, we 
provide a metamodel to consider aspects of Android security. 
The colored classes in Fig. 2 are the new classes that are added 
to the KDM. For example, UsesPermission, 
ApplicationPolicyFile, Application, and Component elements 
are added elements in the Code package. 

A. Implementation 

    ApplicationPolicyFile is an extension of the ClassUnit. The 
Intent element added to the kdm package is shown in Fig. 3. 

New concepts and their relationships are described in the 
following. 

      The root concept of the metamodel is 
ApplicationPolicyFile. This element has the general 
specifications related to the Android application, including 
VersionCode and VersionName. The VersionCode feature is 
used to identify the version of the application by other 

applications. The VersionName feature represents the version 
that is used to display to the user. 

An Android application requires resources to perform its 
tasks efficiently. To access resources, the application must 
obtain permission from the user. For specifying these 
permissions, the <uses-permission> tag is used in the 
AndroidManifest.xml file. UsesPermission is an element that 
represents this concept. This element has attributes, including 
Name and Permisionkind. The Name attribute is used to 
determine the requested permission name. The Permisionkind 
attribute describes the type of permission. 

An Android application is made up of several components 
such as Activity, Service, Broadcast Receiver, or Content 
Provider. The Component element is considered for this 
concept. 

For passing messages through a component to others in the 
same or another application, the intent mechanism is used. The 
Intent element is considered for this concept. This element has 
attributes, including Name (for representing the intent name), 
Action (for representing the operation that is requested by an 
intent), and Data (for representing the data that the operation 
is executed on). 

     All types of components of an Android application have 
one or more intent filters except the Content provider. This 
concept is considered in the metamodel through IntentFilter. 
Each IntentFilter can be linked to three other elements, 
including Action (for representing the operation to be 
performed), Category (for specifying additional information), 
and Data (for representing the data that the operation is 
executed on). 

 



 

Fig. 3. Intent element added to metamodel in kdm package 

 

Fig. 4. Element2Component Rule 

 

B. Transformation Rules 

As the initial step of the extension method, the corresponding 
Java and XML model has to be discovered using the MoDisco 
tool. Then the discovered model will be transformed into a 
model that conforms to the metamodel shown in Fig. 2 using  

the model to model transformation rules in ATL. The result of 
this transformation and the security aspects of the application 
in a single and integrated model will be useful for performing 
operations for various purposes, including analyzing and 
managing the security configurations of an Android 
application. 

ATL transformation is used for our purpose. Some 
transformation rules are explained in the following. 

     The ATL code includes 15 rules and 21 helpers. Five 
helpers address the existed information in the XML model, 
while the remaining helpers are used to deal with the security 
information in the Java model. Rule 

Root2ApplicationPolicyFile is the most essential 
implemented rule which maps the Root element in the XML 
model to ApplicationPolicyFile in the extended metamodel. 
The ApplicationPolicyFile element specifies the general 
information extracted from the AndroidManifest.xml file. 
This element extends the ClassUnit standard element of KDM 
metamodel. 

   Element2Application Rule is used to creating the 
Application element. <application> tag is one of the most 
important tags in the AndroidManifest.xml file, which entails 
a description of Android application. Therefore as specified in 
this rule, an element of the XML model called 'application' is 
transformed into the Application element in the extended 
metamodel. 

The element2component rule shown in Fig. 4 is used to 
create a component element in the metamodel. 

Another implemented transformation rule in our 

extension method is the Element2IntentFilter rule. An 

element of XML corresponds to <intent-filter> tag is 

transformed to IntentFilter in metamodel. 

V. EVALUATION 

      As the primary goal of this paper is the extension of KDM 
metamodel for the security aspects of Android applications, 
we evaluate the metamodel in terms of fundamental principles 
of data security in this section. 

    Data security has three principles, namely confidentiality, 
integrity, and availability, usually called the CIA. 
Confidentiality focuses on the privacy of data. This principle 
ensures that private data stays away from prying eyes and is 
only available to users with appropriate access rights. Data 
integrity ensures that data is not altered or modified in the 
communications either deliberately or by accident.  And, data 
availability ensures that data is available when it is needed 
[17].  

These principals can be violated; for example, if the 
Android message passing mechanism is not used correctly, it 
will cause important security issues. Therefore, unsafe 
operations and potential vulnerabilities should be detected by 
evaluating the risks of the Android message passing 
mechanism, such as unexpected behavior. The message 
whose sender is not specified can be forwarded to the attacker. 
This action violates confidentiality and integrity. If the 
component does not recognize the sender, the fake messages 
can be injected by the attacker [18]. 

Using the intents and message passing mechanisms, we 
can analyze the Android applications and extract the issues 
mentioned above.  

We have chosen the "UploadDataApp" as our case study 
to demonstrate that the proposed extension is practical for 
Android applications. This program may be considered 
malicious. It uploads sensitive data to a remote server, 
including user location microphone data, incoming SMS 
messages, contact list records, the device's International 
Mobile Equipment Identifier (IMEI), call log listings, the 
International Mobile Subscriber Identification (IMSI), and 
phone number. Once checked by the client validation tools, 
the code will mark as harmful or unwelcome [19]. 



 

 

Fig. 5. XMI instance of UploadDataApp application using standard 

KDM   

 

Fig. 6. XMI instance of UploadDataApp application using the 

extended metamodel 

 

This paper's emphasis is on demonstrating that Android 
protection principles can be expressed with the extended 
KDM.  We used MoDisco, which has a parser that converts 
the source code of Java into KDM XMI instances 
automatically. XMI instance discovered from the 
UploadDataApp application using standard KDM is shown in 
Fig. 5. No Android security concept appears in this instance, 
so it cannot represent the Android model expressively. XMI 
instance discovered from the UploadDataApp using extended 
KDM is shown in Fig. 6. 

     We can see ApplicationPolicyFile and its instances, such 
as applicationLevelPermission and intents in the discovered 
instance model, which relates to Android concepts. 

      As can be seen in Fig. 7, the application has a component 
named "BootReceiver," including an intent filter. The intent 
filter has an action string named 
"android.intent.action.BOOT_COMPLETED". Moreover, as 
can be seen in Fig. 8, the intent sent by the component has no 
additional actions, and the TargetComponentName is 
undefined, so we can infer that the application has a broadcast  

 

Fig. 7. The intent filter of UploadDataApp application 

intent. The intent, which includes this string action, is 
despatched during startup. This BootReceiver does not check 
the compliance of the action string of the received intent with 
"android.intent.action.BOOT_COMPLETED." As shown in 
Fig. 7, the component is public and does not have any strong 
permission. So, intent could be injected by a malicious 
application to trigger the functionality of the BootReceiver 
service. 

The Android elements and their semantics cannot be 
described by the model using the standard KDM. This fact is 
shown in Fig. 5, which is the raw model discovered by the 
standard KDM. For example, Intent is an essential element 
that Android provides. However, it does not appear in Fig. 5. 
Therefore, it is hard to distinguish the associated concepts and 
semantics in standard KDM. Nonetheless, the model 
discovered for the Android application by the extended KDM 
can very well reflect the Android elements and features. The 
Extended KDM for an Android application thus helps a 
developer to express the context more precisely. 

As mentioned before, our work is based on MDRE, and 
we can go from code space to model space without losing data, 
so it facilitates Android applications analyzing for developers 
and users. Second, modeling security concepts of an Android 
application can facilitate visualization, automatic analysis, 
and manipulation. Meanwhile, we proposed a scalable 
approach to load, manipulate, and transform the models and 
overcome the vast and complex android models using MDRE. 

Comparing with Ko et al. [2], our focus is to model the 
security aspects of an Android application and help the 
developer to analyze the application. However, Ko et al. [2] 
aim at using the proposed model in developing the android 
application. Another similar work is the metamodel 
introduced by Nirumand et al. [14], which differs in the 
approach of developing the metamodel. Our work is based on 
KDM and can be employed in analyzing using tools working 
on KDM models. 

VI. CONCLUSION 

We used a heavyweight extension of KDM metamodel by 
extending new metaclasses of existing ones to include 
concepts of Android security. By adding the suggested 
metamodel to the case study in this report, it is evident that the 
extension will reflect all security elements of Android, which 
have not existed in the standard KDM metamodel. Therefore, 
it is concluded that the comprehensive framework is provided 
enough elements in the extension that represent an Android 
application model, and such a model can help developers 
analyze and enhance the application to modernize it. 



 

 

 

 

 

 

 

 

 

 

                       

Fig. 8. The broadcast intent of UploadDataApp application 

 

We have not seen any other research that extended KDM 
to cover Android concepts. Consequently, the provided 
research in this paper is a starting step in reverse engineering 
of Android applications, especially their security aspects.       

We intend to complete this work to include detailed 
security aspects of an Android application. All the security 
information can be extracted from the model in order to detect 
the vulnerabilities. This extraction has been done manually, 
but we intend to automate the analysis as future work. 
Moreover, we are going to concentrate on the permission 
element, its essence, and levels and present a full KDM 
extension for Android application in the future. 
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